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The New Reality 
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3 

Navigating Disparate Roles 

• Crime Victim 

• Target of Government/Regulatory Inquiry/Enforcement 

• Civil Litigant 

• Subject of Media Scrutiny 

• Repeat Customer with a Track Record 
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Incident Response Scenarios 
• Economic & Industrial 

Espionage 

• Theft of IDs, IP, & Other 
Confidential Data 

• System/Device 
Disruption & Destruction 

• Extortion, Stalking and 
Threats 

• Cyber-facilitated 
fraud/corruption 

• Cyber-facilitated 
Violence 
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Global Cost of Cybercrime - 2017 
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Wiper Ware Attacks on Law Firms 
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Ransomware Avalanche Hits Prosecutors 
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The Hackers & the Lawyers 
• US v. Hong (SDNY) 

• 7 Victim Law Firms 

• Hong arrested in Hong Kong 

• Hacking over 20-month period 

• Spears & Social Engineering 

• Over 10 transactions 

• Over $4MM in illicit profits 

• Theft of IP from 2 Robotics 
Companies  
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Business Email Compromises 
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Individuals 

Nation
-States 

Hacktivist  
Groups 

Organized Crime 
Syndicates 

Infrastructure Industry LE, Government 

Nation States Individuals 



United States Attorney’s Office, District of Colorado 
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“We’ve been hacked…” 



United States Attorney’s Office, District of Colorado 
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Stop the  
problem 

Cybersecurity 
Consultants Stakeholder 

Notification 

Internal / Civil 
Investigation 

Law   
Enforcement 

Solve the 
problem 

Goal:  You know who, when and why to call Law Enforcement, and what to expect from us. 
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Four Take Away Points 
1. Local attorneys with global resources 

 
2. Our tools are different from your tools 

 
3. We respect victims’ interests 

 
4. You can help us help you 
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Who we are 
Local Attorneys 
o 70 attorneys, 3 offices in Colorado 
o 5 Computer Hacking & IP Specialists (CHIPs) 

 
National Network 
o Computer Crimes & IP Section in DC 
 40 attorneys + the National Cybercrime Lab 

o 270 CHIPs & 94 National Security Cyber Specialists in the USA 
 
Global Resources 
o 24/7 High Tech Crime Network 
o Bilateral Cybercrime Working Groups 
o Mutual Legal Assistance Treaties 
o Legal Attachés & IP Law Enforcement Coordinators 

 
 



United States Attorney’s Office, District of Colorado 
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Who we are 



Cyber Incident Best Practices 
Step 1:  Prevention and Planning 

• Identify “crown jewels” 
– NIST  
– www.nist.gov 

 
• Technology and services in 

place?  
– Off-site back-up 
– Intrusion capabilities 
– Data loss prevention 
– Authorization for monitoring 

(banners) 
– Qualified (cyber-savvy) legal 

counsel 

• Have a plan and practice it 
– Cyber incident response team 
– Prioritization of protection 
– Plan to preserve data (good 

logging capabilities) 
– Plan to notify law 

enforcement and victims 

• Engage with law 
enforcement 
– Infraguard 
– FBI Cyber task forces 
– USSS Electronic Crimes Task 

Force 
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www.cybercrime.gov 



Understanding the Cyber 
Incident 

• Type of attack 
• Means of Access 
• Data Subject to Exposure 
• Movements within Networks 
• Data compromise 
• Time Period of Incident 
• Current Status of Networks and Devices 
• Mitigation and Remediation 

 



Cyber Incident Best Practices 
Step 2: Make an Assessment 
 • Identify and preserve: 

– intrusion vs. glitch 
– Affected computer(s) 
– Origin 
– Malware 
– Exfiltration 
– Who is currently logged in 
– Current connections 
– Running processes 
– Open ports, apps 
– Any communications 

 
Step 3: Minimize Damage 

• Restore to back ups? 
• Reroute or block traffic 
• Contact exfil location 
• Null routing  
• Closing ports 
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Cyber Incident Best Practices 
Step 4:  Document steps and 
Record Information 
• Document all investigative 

steps 
• Image the affected computer 

(Consent to Search Form) 
• Keep Logs, Notes and Data 

– Preserve all relevant logs 
– Note all response steps taken 
– Note all relevant events 
– Note who responded, and how 

much time ($) they spent 

Step 5:  Notify 
 

• FBI  
• Secret Service 
• Homeland Security 

– National Cybersecurity & 
Communications Integration 
Center 
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Cyber Incident Best Practices 

Steps 6:  Victim Response 
 

• Best practices for victim response and reporting of cyber 
incidents (April, 2015) 
– https://www.justice.gov/criminal-ccips/cybersecurity-unit 

• Other potential victims 
– 48 states have passed database breach notification laws  
– But delayed notice is allowed if it impedes an investigation 
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Cyber Incident Best Practices 

What not to do: 
 

• Do not use compromised 
system to communicate 

• Do not hack or damage 
another network 
 

After an incident: 
 

• Remain vigilant 
• Initiate new protection 

measures 
• After-action reports 
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RANSOMWARE 

• Prevention 
– Social engineering/phishing 
– Centralized patching system 

• If infected: 
– Isolate  
– Secure backup data by taking offline 
– Change passwords 

• Report to Law Enforcement 

25 



United States Attorney’s Office, District of Colorado 
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When to Call Law Enforcement 
Thresholds 

o Is there Federal jurisdiction & venue? 
o What is the scale of victimization? 
 Number of victims 
 Financial loss 

o What is the Federal interest involved? 
 Type of entity victimized 
 National Security, Health & Infrastructure, Economic Security 

o What civil remedies are available? 



Governmental Concerns 

• Severity of Attack 
• Organizational Resiliency 
• Impact on Industry Sectors 
• Economic and National Security Implications 
• Pervasiveness and Connectedness of Incident(s) 
• Attribution 
• Evidence Gathering and Victim Cooperation 
• Potential for Success of Different Governmental 

Tools 
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When to Call Law Enforcement 
Common Federal Cybercrimes 

o Any unauthorized access (hack) into –  
 Networks, servers, computers, routers, ATMs, POS devices... 
 Online accounts 

o Installation of malware, including ransomware  
o Denial of service attacks 
o Insider and former employee trade secret theft  
o Business Email Compromise / phishing / ACH fraud 
o Defacing or spoofing a website 
o Internet-related identity theft 



United States Attorney’s Office, District of Colorado 
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Why Call Law Enforcement? 
Regulators 



United States Attorney’s Office, District of Colorado 
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Why Call Law Enforcement? 
Stockholders 
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Why Call Law Enforcement? 
Public Relations 



Why Call us? 
State Laws 
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United States Attorney’s Office, District of Colorado 
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Why Call Us 
Our tools are different… 
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Why Call Us 
Our tools are different… 
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Our Best Investigative Tools 
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Law Enforcement Remedial Tools 
Title 18 United States Code 

o ID Theft (§ 1028): 5-15 years 
o Access Device Fraud (§ 1029): 10-15 years 
o Computer Fraud and Abuse (§ 1030): 5-10 years 
o Wire Fraud (§ 1343): 20 years 
o Economic Espionage (§ 1831):  
 Individual – 15 years and $5M 
 Entity – $10M or 3x value of the stolen trade secret 

o Theft of Trade Secrets (§ 1832): 10 years 
 Individual – 10 years 
 Entity – $5M or 3x value of the stolen trade secret 

o Interception of Communications (§ 2511): 5 years 
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Law Enforcement Remedial Tools 

 
• Mandatory Victim’s Restitution Act (§ 3663A) 

• A judgment that is non-dischargeable 
• Calculated without regard to a defendant’s ability to pay 

 

• Financial Fraud Kill Chain 
• Claw back international wire transfers > $50,000 
• Notification required within 72 hours of transfer 

 



United States Attorney’s Office, District of Colorado 
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Why Call Us 
Five Examples This Summer 



United States Attorney’s Office, District of Colorado 
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US v. Blake Snowden 
Former Employee Hacking / Trade Secret Theft 



United States Attorney’s Office, District of Colorado 
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US v. Andrianakis et al. 
Hacking Customers / Password Theft 



United States Attorney’s Office, District of Colorado 

43 

US v. Lockwood et al. 
Software Key Theft / Insufficient Civil Remedies 



United States Attorney’s Office, District of Colorado 
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US v. Lockwood et al. 
Software Key Theft / Insufficient Civil Remedies 



United States Attorney’s Office, District of Colorado 
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What to Expect from Law 
Enforcement 

First, Do No Harm… 

o We prioritize avoiding re-victimization 
o We do not disclose non-public information or 

discuss ongoing investigations 
o We work with you to minimize disruption to 

your client’s network and operations 
 

o We have tools to protect sensitive information 
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What to Expect 
• “Best Practices for Victim Response and Reporting of Cyber 

Incidents” (CCIPS 4/2015) 
 

• “Reporting Intellectual Property Crime: A Guide for Victims of 
Copyright Infringement, Trademark Counterfeiting, and Trade 
Secret Theft”  (CCIPS 6/2016)  
 

• “Your Secrets Are Safe With Us:  How Prosecutors Protect Trade 
Secrets During Investigation and Prosecution” (American Journal 
of Trial Advocacy, Vol. 38: 461, 2015) 
 

www.justice.gov/criminal-ccips   
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What to Expect  
The Wheels of Justice Turn Slowly… 

o Four Essential Requirements:  interviews, 
forensic images, logs, and **loss records** 
 Consent to Search  

o You will not get a copy of our reports or seized 
evidence during the investigation & prosecution 

o Victims’ Rights 
 Communication and input into key decisions 

o Referrals 



Involvement in Criminal 
Litigation 

• Witness Testimony 
• “Expert” Services 
• Managing the Media 
• Data Production/Protection in the Litigation 

Process 
• Conviction & Sentencing 
• Regulatory/Civil Litigation Spillover 

 



Reporting an Incident 
Who to Call:   
 Secret Service Cybercrimes 
 FBI Field Office Cyber 
 Homeland Security Cyber 
 U.S. Attorney’s Offices 
 A.G.’s Offices 
 State and Local Law 

Enforcement 
 

File a Complaint:  
 The Internet Crime 

Complaint Center 
– www.IC3.gov 

 The National IP Rights 
Coordination Center  
– www.iprcenter.gov 

 The US Computer 
Emergency Readiness Team 
– www.us-cert.gov 
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United States Attorney’s Office, District of Colorado 



Reporting an Incident 
Infragard Member Alliance – Denver 
o A cooperative between the U.S. Government and 

businesses, academic institutions, and state and local 
agencies dedicated to securing critical infrastructure 

www.infragard.org 

Colorado Electronic Crimes Task Force 
o A national network private sector, academic, and state and 

federal law enforcement collaborating to prevent, detect 
and investigate electronic crimes, including attacks against 
critical infrastructure and financial payment systems 

www.secretservice.gov/investigation/ 
50 
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